W HY IT ’ S S O I MPORTANT
TO S ELECT A HITRUST
C ERTIFIED V ENDOR
An inside look at how Data Breach can affect your
patient’s trust!

2016 was the worst year on record for data breaches within the healthcare
industry, costing hundreds of millions and compromising Protected Health
Information, or PHI, for millions of patients worldwide. Research shows
that, with the proper implementation of a HITRUST framework, a great
majority of these reported breaches would have been prevented or swiftly
remedied by placing adaptable and scaleable safeguards, preventative
measures, and corrective systems in place for all organizations, first and
third party, that operate with PHI, saving countless dollars, hours, and
headaches from malicious attacks and human error alike.
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Why it’s So Important to Select a
HITRUST Certified Vendor
An inside look at how Data Breach can affect your patient’s trust!
The HIPAA Journal posted in December of 2016 that November 2016 was the worst
month for healthcare data breaches. With 57 separate breaches involving healthcare
organizations in November alone, it is clear Protected Health Information (PHI) is
constantly at risk. PHI, also known as personal health information or private health
information, is a vulnerable target due to the data connected to it. Any individually
identifiable health information is considered PHI, and that includes plenty of data.
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The Health Insurance Portability and Accountability Act of 1996 (HIPAA), also known
as Public Law 104-191, contains in Section 1171 of Part C of Subtitle F, Administrative
Simplification, the following definition of health information:
“Health information means any information, whether oral or recorded in any form or
medium, that–
(A) is created or received by a health care provider, health plan, public health authority,
employer, life insurer, school or university, or health care clearinghouse; and
(B) relates to the past, present, or future physical or mental health or condition of any
individual, the provision of health care to an individual, or the past, present, or future
payment for the delivery of health care to an individual.”

In short, any health information that can be tied to an individual is considered PHI.
Though not limited to, the following are just some types of PHI: administrative and
personal details about an individual patient; clinical, diagnostic, treatment, and
prescriptive information; payment, insurance, and health plan information; and, notes,
conversations, documents, test results, and references, regardless of medium, about any
topic related to a person’s health. This is valuable data to criminals, hackers, and other
nefarious elements that use PHI for any manner of criminal acts from ransoming private
individual medical data and identity theft to accessing payment and billing systems,
allowing for the theft of financial data.
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When it comes to these ransomware attacks, healthcare is disproportionately assaulted
with 88% of all ransomware attacks targeting hospitals. These attacks are very common
and have been known to shut down IT systems of entire medical centers for weeks on
end.

While PHI breaches from hacking and criminal activity can result in serious
consequences, many PHI breaches are due to insider or vendor wrongdoing or error, and
loss or theft of devices and documents that contain PHI.
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Information taken from https://www.dataprivacymonitor.com/hipaahitech/deeper-dive-the-changing-landscape-of-healthcare-databreaches/
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In April of 2016, a vendor inadvertently
exposed PHI of 650,000 patients of Bon
Secours Health Systems
In Virginia. The vendor, R-C Healthcare,
who provides data reporting optimization
consultancy services to hospitals, and
while adjusting Bon Secours’ computer
network settings accidently allowed
internet access to the patient files for four
days. In this case, there was no malicious intent. However, the data at risk included
patients’ names, health insurers’ names, health insurance identification numbers, social
security numbers, limited clinical information, and some bank account information.

In one of the largest healthcare data breaches of 2016, 3.7 million individuals were
affected by a large-scale cyber-attack on a Phoenix-based Healthcare system in June.
Banner Health discovered the attack on July 13, which may have begun as much as three
or four weeks earlier. In this case, individuals affected included patients, health plan
members and beneficiaries, providers, and those who purchased food and beverages with
payment cards at one of Banner’s point of sale systems. Due to the number and type of
data affected, compromised data spanned the spectrum from patient information to health
care provider names, DEA numbers, and tax identification numbers.

This example is one of the hundreds of breaches that occurred in 2016, with many more
likely going unreported or yet to be disclosed to the public. You can find more examples
of prominent data breeches, including one that resulted in the theft of 2.2 million patients,
from SecureNetMD.com.

HIPAA violations severely impact healthcare on multiple levels. To consumers, medical
identity theft can result in collections letters from creditors for expenses that thieves
incurred in their name, out-of-pocket payments to health care providers or insurers to
restore coverage, and increases in health care premiums. You can download the most
recent benchmark study here
http://www.ponemon.org/blog/sixth-annual-benchmark-study-on-privacy-security-of-healthcare-data
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In a 2013 Survey on Medical Identity Theft by the Ponemon Institute, victims of identity
theft paid on average $18,660 to resolve the crime. The survey estimated that $12.3
billion dollars was the total value of out-of-pocket expenses incurred by victims of
medical identity theft.

To businesses, the impact of healthcare violations and PHI breaches includes potentially
significant fines and penalties, and loss of consumer trust. In August of 2016, the U.S.
Department of Health and Human Services (HHS), Office of Civil Rights (OCR)
announced the largest settlement for HIPAA violations involving PHI. Advocate Health
Care Network agreed to pay a settlement amount of $5.55 million and adopt a corrective
action plan for multiple HIPAA violations.

See Resolution Agreement: https://www.hhs.gov/sites/default/files/Advocate_racap.pdf

“A single breach would potentially compromise
thousands of patients’ data, leaving them
vulnerable to a medical Identity theft”
(Source: Working Nurse)

In addition to fines and penalties, the cost to alert thousands, and in some case millions,
of patients of a breach, and provide remediation options from credit monitoring, and
repair to legal matters is extremely costly.

The Ponemon Institute found that data breaches in healthcare are the most expensive to
remediate, and the cost is rising. The study of 350 companies in 11 countries across 16
industries showed that the average cost of a healthcare breach is $363 per personally
identifiable record exposed. In contrast, the average cost of a data breach across all
industries is $154.
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Another significant expense incurred by businesses due to data breaches includes the
business costs of coming up with and implementing information security, business
continuity, and incident response plans to prevent future breaches.
This cost includes documentation, employee training, hiring a Chief of Information
Security Officer (CISO), and more. In a study sponsored by IBM and conducted by the
Ponemon Institute, 2016 Cost of Data Breach: Global Analysis (June 2016), it was
reported that while the average global cost of data breach per lost or stolen record was
$158, the cost varies by industry, with healthcare organizations incurring an average cost
of $355 per breach.

“A lost laptop, cyber liability attack, rogue
employee hack or data breach to a company storing
5,000 records could mean up to $1,000,000 in legal,
reporting, and remediation expenses, or more.”

While fines and other costs are a significant consequence of violations, loss of business
due to a decrease in consumer confidence, trust, and loyalty can prove potentially
devastating as well. These intangible measures can result in a decrease in sales,
customers transferring their business interests to competitors, marketing challenges, and
stagnation. While there may be metrics by which to quantify these intangibles, their
actual value is immeasurable.

With final numbers still being compiled for the number of individual PHI breaches in
2016, the Health IT Dashboard, provided by the Office of the National Coordinator for
Health Information Technology, a division of HHS, tallied over 112 million individual
PHI breaches in 2015. That is a startling number, and justification for PHI data security
to be a top priority for any organization that creates, accesses, exchanges or handles PHI
on any level.
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Where data breaches, HIPAA violations, and PHI risks are inevitable challenges the
healthcare industry must contend with, there is a powerful framework available to
healthcare organizations that can help manage the complex security landscape that this
industry presents – that framework is the Health Information Trust Alliance (HITRUST).
HITRUST, founded in 2007 through a collaborative effort of healthcare, business,
technology, and information security leaders. The aim of this collaboration was to help
organizations effectively address and efficiently manage the complex mix of security,
privacy, and regulatory factors that affect health information systems and exchanges that
handle PHI, and ultimately safeguard PHI. To accomplish this, the HITRUST Common
Security Framework (CSF) was developed.

Source: https://hitrustalliance.net/

Through its many programs, methodologies, and services, the HITRUST CSF creates a
new playing field for those who create, utilize, manage, or store PHI, and those internal
and external factors, whether malicious or not, that threaten PHI. HITRUST creates the
solid foundation the healthcare industry needs, one that is critical to the prevention and
mitigation of various data breaches involving PHI that will continue.
The HITRUST CSF provides the organizational structure necessary to clarify, manage,
utilize, and cross-reference the compliance and authoritative sources that govern
healthcare. Following a risk-based approach, this comprehensive framework effectively
incorporates and manages existing state, federal, international, and industry specific
standards, including, ISO, NIST, HITECH, HIPAA, PCI, and COBIT.
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Through a prescriptive set of controls, the CSF harmonizes and synchronizes the
multitude of healthcare and healthcare-related authorities, standards, and regulations
allowing organizations to manage risk and compliance better. With assessment and
assurance methodology programs and healthy controls available in the HITRUST CSF,
organizations can identify risks and solve compliance issues.
One of the many benefits of this CSF is its scalability. HITRUST scales to any
organization’s size, type, and complexity. From national hospital networks and chains to
business associates and vendors that service and assist healthcare entities, each
organization can customize, manage, and organize compliance standards as they apply to
that organization and their handling of and interaction with PHI.

Developed by
industry leaders
and experts across
the healthcare
industry spectrum
that has a vested
interest in
maintaining the
highest level of
healthcare
information
security,
HITRUST has
become a standard
for safeguarding
and defending PHI
from internal and external threats. A widely-recognized healthcare information cyber
security leader, HITRUST operates the most active cyber center in the healthcare
industry.
The HITRUST Cyber Threat Intelligence and Incident Coordination Center (C3) uses a
community defense and proactive alerting approach to dealing with the vulnerabilities
facing healthcare and protecting PHI against the threat of cyber criminals. Partnerships
with HHS and the Department of Homeland Security (DHS) contribute to the strength
and efficacy of C3 and further emphasize the importance of healthcare information
security.
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Through its efforts to reduce risk, exposure, and the threat to PHI, HITRUST is a
federally recognized Cyber Information Sharing and Analysis Organization (ISAO) that
has information sharing agreements with the HHS and DHS. Advancing its protection
efforts, HITRUST has partnered with the DHS Automated Indicator Sharing (AIS)
Program. Through HITRUST’s Cyber Threat Xchange (CTX), HITRUST has integrated
with AIS and can exchange cyber threat indicators with users, allowing organizations to
reduce cyber risk through relevant and timely cyber threat information (CTI).

The integration and support of bidirectional CTI with DHS AIS now
permits healthcare organizations
that use HITRUST the chance to
receive and send real-time CTI.
This real-time exchange of
information between the
government and private sector
changes the healthcare security landscape for organizations that utilize HITRUST CTX
and allows them the opportunity to address, respond to, and mitigate threats more
effectively. This move has had another important effect – it strengthens the defense of the
nation’s overall network security infrastructure.
Other cyber security programs HITRUST has implemented include a partnership with
HHS for monthly healthcare industry cyber threat briefings. These briefings allow
organizations to communicate CTI better. Through relevant, actionable, and educational
threat information shared in these briefings, the ability to identify, mitigate, and respond
to cyber threats quickly, effectively, and efficiently, increases.
Capitalizing on their cyber security programs, HITRUST has established CyberRX:
Health Industry Cyber Threat Exercise. Through another partnership with HHS,
CyberRX is a series of industry-wide exercises that aim to mobilize and prepare
healthcare organizations to respond to cyber threats utilizing innovative approaches,
ideas, methods, and tactics. The exercises include and examine both broad and segmentspecific scenarios targeting health information systems, medical devices, and other
essential technology resources used in health care. The results and findings of these
exercises provide valuable information and insight that applies to CTI coordination,
improving C3 efforts, and information sharing among and between health care
organizations, government agencies, and HITRUST.
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HITRUST is not only setting the standard for healthcare information security and
compliance management; their data management tools can save organizations time and
money, too.
The digitization of health records “EHR” presents a myriad of logistical, security,
organizational, and management factors. While the risk to and threat against PHI is a
primary concern for organizations, the need for effective data handling measures, in
general, is also a concern. The sheer amount of data related to PHI is massive. HITRUST
recognizes this and offers tools that provide solutions to performing assessments,
organizing and managing audits, handling reporting, and tracking compliance.

Through its comprehensive, flexible, and efficient risk-based approach to regulatory
compliance and risk management, the HITRUST CSF incorporates these tools to take the
burden off organizations when it comes to data management and handling. With an evergrowing information highway that gets more complex every day, the need for such tools
is indispensable to the health care industry.

The HITRUST CSF is as
adaptable as it is robust. In
addition to being scaled to
size and type for different
users, organizations and
entities, the framework also
evolves and adapts to user
input, changing conditions
in the healthcare industry,
and the regulatory
environment. This
flexibility keeps users
current in their practices and
procedures, as well as
current with industry and
regulatory movements and changes.
One of the most positive effects that HITRUST has had on the healthcare industry is
creating a dialogue about healthcare information security and providing an educational
platform upon which to build safe standards, establish best practices, address the
demands of compliance and risk management, organize and manage data, and safely and
more efficiently handle PHI.
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“Cyberspace can be a pretty bad
neighborhood, with too few barriers standing
between hackers and their targets. Healthcare
providers recognize that data security is of
vital importance to their business.”
—Fred Chang, Director of Darwin Deason Institute for Cyber Security Bobby B.
Lyle Endowed Centennial Distinguished Chair in Cyber Security at the Lyle School of
Engineering, SMU

Through this, HITRUST is at the forefront of healthcare cybersecurity, healthcare
information security education, and thought leadership.

The HITRUST Academy offers the only training courses designed to educate healthcare
security professionals about data and PHI protection specific to the healthcare industry.
It has been an incredibly powerful influence in closing identified gaps in the field by
sponsoring industry working groups, panels, and committees, all charged with
addressing, identifying, organizing, and managing healthcare information security and
privacy challenges.
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Going back to the two breaches mentioned earlier, both instances could have been
prevented, or at the very least, quickly and efficiently identified and safely remedied with
the use and proper utilization of the HITRUST CSF and its programs. The Bon Secours’
breach by their business associate who inadvertently made 650,000 patient files available
on the internet, if bound by clear and defined security protocols that dealt with adjusting
network settings, could have avoided this incident. Controls set forth by the CSF might
include a checklist for handling network access and setting administration that required
the settings reset after access.

If Banner Health was plugged into
HITRUST’s Cyber Xchange, which shares
information with DHS, the cyberattack that
went on for weeks impacting 3.7 million
individuals, might have been prevented, and
at the very least, could have identified right
away and responded to immediately,
mitigating further loss and fallout.
With endless features, programs, tools, and
knowledge contained in the framework and
associated systems, the enacted controls and
measures offered by HITRUST would cover management and compliance matters and
address the full spectrum of cyber security needs. With HITRUST’s educational
resources and thought leadership initiatives, healthcare organizations, their business
associates, and vendors can find prescriptive methodologies and standards to help protect,
organize, and manage healthcare data and PHI.

Beyond this, partnering with a third party medical billing partner that is a HITRUST
partner allows for further benefits beyond billing compliance and enhanced security.
Outsourcing has been found to overall reduce billing errors, save money while improving
cash flow, and allow a hospital or practice to focus on their core competency, developing
and improving relationships with their patients and improving care. By implementing
enterprise-level security compliance systems and processes via specialized and
HITRUST compliant third-party organizations, hospitals and other health facilities can
prevent breeches before they occur, protecting valuable PHI while simultaneously
improving their overall billing and collection procedures.
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